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Letter to readers

Khalid Athar
Chief Editor

Dear Reader,

Welcome to the new edition of Tele-
times International. Last month I an-
nounced the commencement of the
weekly online edition of Teletimes
and today I am pleased to inform
you that the weekly online edition
has got a very warm welcome from
our readers and stake holders in the
industry.

There are two very important events
that are going to take place during
this October. The first, is the GI-
TEX Technology Week, comprising
on Gulfcomms, Telecoms Executive
Summit, GITEX Conferences, GITEX
Business Solutions and Consumer
Electronics, from the 17th to the 21st
in Dubai World Trade Centre. Tele-
times, as a media partner shall par-
ticipate in GITEX Technology Week
and cordially invites its supporters
and other visitors to visit Teletimes’
stand (# Z-46) in Zabeel Hall. The
second event is “Convergence to
Casablanca”, organized by SAME-
NA Telecommunications Council on
26-28 October in Casablanca, the
beautiful and historic city of Mo-
rocco. Teletimes is also the partner
of SAMENA and will make its pres-
ence positive and effective in that
summit.

In regard to our objective of provid-
ing interviews with decision makers
and those who matter in the indus-
try, this time, exclusive interviews

of Mr. Mohammad Hassan Omran,
chairman Etisalat and Dr. Homoud
Al Kussayer, vice president for regu-
latory affairs at Saudi Telecom Com-
pany are included in the magazine.

Mr. Amir Malik and Sahil Aizaz
Adeem has contributed to the con-
tent of this edition with their very
interesting and informative articles;
“Security in Telecommunications
Networks - a dire need of today’s
critical ICT services” and “Grace un-
der Fire!”, respectively. We have also
included a special report on Tran-
sworld - Pakistan’s first and only
private submarine cable operator, in
this issue. You will find a few other
interesting stories; “The next web
phenom”, “Digital arms dealer” and
a story about thousands of online
banking customers getting their ac-
counts emptied by the most danger-
ous Trojan virus ever created. Many
other news and reports about the in-
dustry are also given in this edition.

We hope that you would find value
in this edition of Teletimes and the
content worth reading. Also, that
you would continue to provide us
with your invaluable feedback and
suggestions, which have played a
vital role in enabling Teletimes to re-
ceive recognition beyond borders.

Thank you for choosing to read Tele-
times.

Enjoy this edition!

Em  150ct - 14Nov 2010
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Latest on VOIP and the need of new law

i | "
Riaz Asher
Executive Editor

It looks from the growth of VOIP that
Telecom and IT industry is coming out
from economic crunch. Particularly
VOIP which is mainly based on SIP,
IP-PABX/IP Centrex and managed
services will touch over $22 billion in
next five to six year time. Operators
are already in process to replace their
traditional legacy systems and relay-
ing on VOIP based services more.
Large enterprises are even working to
rent out their telephony to cut OPEX.
Trend of outsourcing infrastructure is
also on increase due to cost cutting
even with compromise on features
and functionality. This has resulted
in bad quality of network in many
cases. Regulator need to equip with
right tools and resources to ensure
good quality of service in the best
interest of consumers.

Second main matter under active
discussion among world powers is to
grow their rolling power. One of the
main tool in recent and past world is
effective control, monitoring of tele-
phony traffic. This principal is true
for any type of government globally.
World super powers like US Russia
china etc are looking at new laws re-

quiring companies to build network
to facilitate governments in this re-
gards.

Most resent development in VOIP
for Law enforcement agencies is to
access encrypted VOIP communica-
tions which include voice and data
for surveillance purposes. Most of
the people rely on Voice over IP to
make calls and transfer of their con-
fidential business data, whereas gov-
ernment wants to make sure it’s easy
to monitor those VOIP data to catch
the bad guys, such as grey traffic op-
erators, terrorist and cyber crime cul-
prits.

There are established laws already
about tapping and warrants, but in
recent years we have experienced
‘warrantless’ wire tapping and the
like so any push to further empower
governments to spy should worry
consumers, businesses and other less
acceptable elements alike.

Last but not least, safety and secu-
rity of consumer cannot be compro-
mise at any cost in present global
situation. This has made task of even
more difficult for law making organi-
zations.

08
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was back in 1986-87. Etisalat
Became number 19 among in-
ternational operators world-
wide to adopt the GSM tech-
nology back then.

Today, Etisalat is among the
top operators in the world op-
erating in 18 countries across
Asia, the Middle East and
Africa, servicing over 107m
customers out of a total popu-
lation of approximately 2bn
people.

Over the years it became a
comprehensive  telecommu-
nications provider offering a
one-stop shop for mobile and

Teletimes

Gulraiz Khalid

“The telecommunications sectors are
developing at a relentless pace” -

Mohammed H. Omran, Chairman - Etisalat

fixed-line voice and data ser-
vices and cable TV to indi-
viduals, enterprises and inter-
national telecommunications
companies, ISPs, content pro-
viders and mobile operators. It,
also offers a variety of hi-tech
complimentary services to the
telecommunications industry
including managerial and tech-
nical training, SIM card manu-
facturing, payment solutions,
clearing house services, peer-
ing, voice and data transit, and
submarine, satellite and land
cable services.

Etisalat is also the major hubin

Mohammed Omran leads Etisalat, which is now
one of the largest telecommunications companies
in the world with a market value of approximately
$25 billion.
Mr. Omran worked in Etisalat for three decades and
served in many different positions until he became
the Chairman of Etisalat in 2005. From his current
position he has overseen many of the company’s
/ major achievements and today, is considered one of
the key decision makers in the telecommunications
" sector of the region. In 2010, Arabian Business
named Omran in its Power 100 list of the ‘Most
Influential Arabs in the Arab World’ and he is the
only representative from the regional telecom sec-

Lo
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Since the beginning of Etisalat, used inside cars.

it has been keen to adopt new
technologies and to adopt
them fast - sometimes much
faster than the rest of the
world.

The first mobile network in the
UAE was totally new in 1982.
At that time, Omran was in-
volved in the initial forecasting
in which Etisalat anticipated
that gaining 5,000 customers
would take three to five years.
Etisalat met that goal in one
year, even though the cost was
very high and the mobile was
not very portable—it was only

Em  150ct - 14Nov 2010

In 1986-87, when GSM was
first introduced in Europe,
there was a special group for
European countries that were
looking to set up a mobile sys-
tem for the European Union.
There were 17 operators in Eu-
rope who were members. Eti-
salat immediately wanted to
join seeking to be part of this
new technology and bring-
ing it to market it in the GCC.
Because the GCC, also, has a
small number of countries and
they wanted to have one net-
work that works for all. That

tor to maintain their presence in the list in 2010.
Omran joined Etisalat in 1977, one year after of its
inception. In 1982 he was promoted to Area Man-
ager in Ras Al Khaimah, and then appointed as
Deputy General Manager of Etisalat in 1984. He
held several managerial positions after this until he
became the CEO of Etisalat in 2004.

He led Etisalat into new markets through a set of
expansions and global investments in Asia and Af-
rica. Because of this, Etisalat is now rated among
the list of largest international telecommunication
operators. Many of Etisalat’s international expan-
sions became models for hard work and success -
most notably the Saudi and Egyptian markets.

www.teletimesinternational.com
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the region, for internet, voice,
mobile broadband, broadcast,
roaming and corporate data
services, with an extensive
regional and intercontinental
network. It is the largest car-
rier of international voice traf-
fic in the Middle East and Af-
rica and the 12th largest voice
carrier in the world. Etisalat
is the largest comprehensive
provider of carrier and whole-
sale services in the region with
Points of Presence (PoP) in
New York, London, Amster-
dam, Frankfurt, Paris and Sin-
gapore providing a truly global
reach.

When asked about why keep-
ing customers has became
a real challenge for compa-
nies—operators and vendors
alike, Omran said: “While com-
peting for market share, tele-
coms operators need to meet
high customer expectations
and comply with ever-chang-
ing regulations. Meanwhile,
technology’s next-generation
infrastructure changes the na-

12
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ture and delivery of services.
Operators must offer increas-
ingly innovative and high-value

services. Traditional revenue
streams are under increasing
threat from competition and
market saturation. Owning or
buying infrastructure, creat-
ing value through managed
services, winning the race for
talent and creating more agile
customer-centric organizations
are key challenges for leaders
across the telecom sector.”

“In general increasing com-
petition brings with it many
challenges and one of those is
in maintaining your customer
base. Certainly when a new

i

entrant comes to the market,
your market share will auto-
matically be impacted as they

The number of Etisalat’s customers has increased from only 4
million in 2004 to 107 million customers across 18 markets in
Asia, Africa and the Middle East today. This means that the
number has increased 2,500% in just five years.

offer lower introductory pric-
es to attract those easiest to
shift. This segment of custom-
ers, which is a large segment,
is not easy to maintain by any
operator except by promo-
tion of new packages and low
prices. This makes promotional
campaigns even more effective
at this time than before and
places challenges on maintain-
ing loyalty of even your most
stalwart customers. “Omran
added.

Talking about the present
market conditions that opera-

tors are training themselves to
grow accustomed to, Omran
said: “Once again, competing
for market share, delivering in-
novative solutions, and keep-
ing pace with the technology,
the telecommunications sec-
tors are developing at a relent-
less pace. As global markets
evolve, converge and grow,
there is no escape for opera-
tors to be constantly updated
with capabilities and talents in
order to keep pace.

“This talent could be a new
breed of sales and technical
people providing customers
with innovative, high value
propositions, or a pool of ex-
perts who can keep pace with
technological advances and
then apply these advances to
business needs. Whatever the
function is, recognizing, en-
gaging, developing and valu-
ing thought-leaders as well as
people-leaders continues to
be a challenge for many in the
sector.” he added.

Omran also pointed at the

customer’s behavior today in
which they are looking for
ways to cut their expenditure.
“Sales and marketing teams of
the operators need to readjust
their thinking to be closer to
their customers. There is no-
longer a call to launch ever
new services, but rather to
help customers on how tele-
com services save money and
grow their business. Despite
the fact that telecoms is part
of the essential bag of goods
customers continue to spend

150ct - 14Nov 2010



on in this time, Operators still
need to ensure our portfolio is
relevant to the conditions of
today’s market and to be com-
petitive. I am sure that this
mindset change is essential at
this period” he added.

In regard to the IPTV content
industry in UAE Omran said:
“Many years ago we had fore-
seen the need to establish a
cable TV system. Our system
was the only one in the whole
Arab region with real cable
TV to the home. We used hy-
brid fiber coaxial, but now the
FTTH network that we have
implemented has opened a
lot of potential for the home
and for business and paves the
road for the media industry to
develop more high definition
content. Abu Dhabi is now the
first capital in the world to be
wired up with fiber already.
We have people who are will-
ing to pay for good quality and

good content.”

Etisalat definitely was success-
ful in diversifying its sources of
revenue by improving and up-
grading its networks and infra-
structure with advanced tech-
nologies which enabled the
telecom giant to introduce new
products and services such as
higher speed broadband pack-
ages, improved value added
services and introducing the
most advanced mobiles data

150ct - 14Nov 2010

packages like the iPhone, and
Blackberry. Etisalat’s mobile
internet users have crossed the
‘one million customers bench-
mark’ in total. In addition to
that, Etisalat has been able
to achieve increase in internet
revenues by AED 599m (9%
of total revenue) while the
data revenues increased by Dh
486m (12% of total revenues)
by the end of 2009.

Omran also talked about the
possible impact of the black-
berry ban in the UAE, He said,
“Although there will be some
impact, we expect that this
will be minimized. We will
maintain our revenues since
the attractive alternative
packages and services that we
are offering to our valued cus-
tomers will be comparative or
even better in terms of value
and price.”

With devotion and determi-
nation for over three decades

' Etisalat’s revenues increased at a compound annual growth l

rate of 24 % between 2005 and 2009 to reach AED 30.8 bil-
lion. It’s net profits increased by 20% in the same period. And
the total profit distributed by Etisalat in the last five years is
equal to the total amount of profit distributed during the pre-
vious 24 years. The amount of bonus shares the company dis-
tributed in the last five years is also approximately the same

i amount of bonus shares it has distributed since its inception. ‘

Etisalat transformed itself
from a local operator into an
international player operating
in 18 countries following a se-
lective expansion strategy and
deploying international best
practice. The number of Eti-
salat’s customers has increased
from only 4 million in 2004 to
107 million customers across 18
markets in Asia, Africa and the
Middle East today. This means
that the number has increased

2,500% in just five years.
Etisalat was also keen to con-
tinually upgrade its networks
making Abu Dhabi the first
capital in the world to be fully
connected with the advanced
fiber to the home network.
Etisalat has also received the
Best Operator in the Middle
East Award five times in the
past three years.

In addition to that, Etisalat’s
revenues increased at a com-

www.teletimesinternational.com
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pound annual growth rate of
24% between 2005 and 2009
to reach AED 30.8 billion. It’s
net profits increased by 20% in
the same period. And the total
profit distributed by Etisalat
in the last five years is equal
to the total amount of profit
distributed during the previ-
ous 24 years. The amount of
bonus shares the company dis-
tributed in the last five years
is also approximately the same
amount of bonus shares it has
distributed since its inception.
All of these achievements ac-
complished by Etisalat would
not have been possible without
an experienced and visionary
leadership and a professional
team possessing the ability to
implement an intelligent strat-
egy and policies applied. This
clearly reflected positively on
Etisalat’s international expan-
sion and gave the company the
potential to extend its services
to more than 2 billion people.il
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Transworld’

Pakistan’s first and only private

tally changed the way the
world works, so much so that
the governments of certain
Scandinavian countries have
labeled access to internet as
the fundamental right of all
human beings. Internet has
also majorly changed the way
Pakistan operates and since
the year 2000, Pakistan has
seen internet boom. With
over 12 million dialup users
and over 1 million broadband
users, we are the 8th in the
Asia region in terms of num-
ber of internet users beating
progressive countries like Ma-
laysia and Taiwan, in terms of
number of users, and beating
India in terms of broadband

consumption of ISPs is dou-
bling every year. Facebook and
blogging has become a part of
most companies’ strategy and
websites like shophives.com,
beliscity.com, etc. are making
a dent in Pakistan’s commerce.

In early 2005, Pakistan’s to-
tal broadband user base was
a mere 15,000 users with the
total bandwidth usage being
15 Gbps. By the end of 2010,
the number of total broadband
users is expected to rise up to
1.09 million consuming an im-
pressive 60.4 Gbps of band-
width (www.pta.gov.pk).

A major player behind this rev-
olution is Transworld. Not as
well known as its sister com-
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pany, Mobilink, Transworld operators of Pakistan, leading

is that silent giant whose
value is well known to its’ di-
rect dependants but the rest
of the country is alien to its’
significant footprint and stra-
tegic importance in Pakistan’s
broadband growth.

Only a few years back, in the
mid 2000, Pakistan internet
connectivity was dependant
on a government owned mo-
nopoly with an antiquated in-
frastructure. There was a sin-
gle international connectivity
provider to the ISPs and voice

www.teletimesinternational.com

to unsatisfactory service levels
and inflated pricing, thus mak-
ing quality internet connectiv-
ity expensive and beyond the
reach of most consumers.

In the mid 2000, with the
booming domestic telecom
sector, and the advent of con-
stantly increasing broadband
connectivity in the developing
world, a need for the provision
of high quality and guaran-
teed uninterrupted availability
of bandwidth was foreseen in
Pakistan and a new competi-
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BANDWIDTH MARKET SHARE IN THE OPEN
MARKET

=P

tive bandwidth market was
created. This promise of a new
competitive marketplace was
a driving force behind Tran-
sworld’s formation. Granted a
2nd landing license in 2003,
Transworld is the cornerstone
of Pakistan’s broadband revo-
lution and the key service en-
abler behind market makers
like Wateen, Mobilink, World-
call, Wi-tribe, Augere etc that
are largely responsible for
Pakistan’s broadband growth
and providing the consumer
market with alternatives to
PTCL. “TWA embarked on this

al importance with a vision of
bringing high-speed communi-
cations technology to fuel the
growth of IT and Telecom in

lik, President and Chief Oper-
ating Officer of Transworld As-
sociates (Pvt.), Ltd.

Transworld has built a state of
the art submarine cable sys-
tem that connects Pakistan
to two major communication
hubs in the Middle East and
onwards through connectivity
to the world’s major commu-
nication infrastructures and
provides internet and interna-
tional communication connec-
tivity to Pakistan’s ISPs, telcos
and selected corporates. Tran-
sworld Associates Private Lim-
ited (TWA) is a joint venture

between Orascom Telecom of
Egypt and the Saif Group of
Pakistan. Transworld operates
and owns its own undersea
fiber optic cable system. Ac-
cording to Zulfiqar Qazilbash,
TWA Director of Sales and
Marketing, “Transworld’s busi-
ness strategy is structured
around offering quality, tai-
lor made end-to-end interna-
tional bandwidth solutions to
customers in Pakistan. We are
successful because we bend
backwards to support our cus-
tomers”.

Transworld is Pakistan’s first

Transworld has built a state of the art submarine
cable system that connects Pakistan to two major
communication hubs in the Middle East and onwards
throughconnectivitytotheworld’s majorcommunication
infrastructures and provides internet and international
communication connectivity to Pakistan’s ISPs, telcos
and selected corporates.

MAJOR CABLE SYSTEMS IN OUR REGION

Diagram showing TWA cable system and connectivity:to.all major regions of the world

16 www.teletimesinternational.com

and only private submarine
cable operator - the alterna-
tive carrier does not have a
submarine cable system of its
own but has acquired capacity
in international cables passing
through theregion. The system,
known as TW1, has a total ca-
pacity of 1.28 Tbps, which eas-
ily meets and far exceeds the
needs of Pakistan currently
and for the foreseeable future.
Transworld’s state of the art,
high quality network stretches
1,274 Km in the Arabian Sea.
As Syed Amiruddin TWA Di-
rector of Engineering puts it,
“TW1 offers the much needed
high value international band-
width services to the recently
deregulated and rapidly devel-
oping telecom and IT sectors
of Pakistan”

Through its submarine cable

150ct - 14Nov 2010



Transworld is not as visible to
the public since it is an B2B
infrastructure company.. However,
its

impact on the market is

undeniable - no one can deny that
Pakistan’s quality and price of
internet connectivity has improved
many fold since TWA’s addition.

impact on the market can be
understood by the fact that for
an ISP, bandwidth is the single
largest operating expense. The
quality of the bandwidth an
ISP receives and how it man-
ages that bandwidth are the
most important determinant
of success after price and de-
livery.

Transworld is not as visible to
the public since it is an B2B in-
frastructure company.. Howev-
er, its impact on the market is
undeniable - no one can deny

Teletimes

years. A comparative analysis
shows that an STM 4 which
costs US$ 150,000 in the UAE
and US$ 70,000 in India, costs
only US$ 60,000 in Paki-
stan, less than half the price
of a similar circuit in Dubai
and considerably lesser than
neighboring India. On the us-
age front, bandwidth capacity
needs of the market are dou-
bling every year, the primary
driver for which is broadband
deployments.

Transworld has become an

and supporting infrastructure,
Transworld can fulfill the re-
quirements of Pakistan’s inter-
net community to send emails
to any internet destination, to
browse content on any inter-
net server and to establish and
maintain voice or data circuits
from any point in Pakistan
to virtually any point on the
globe. Transworld’s network is
peered to all the major cables
in the region like Sea-Me-We
3, Sea-Me-We 4, Flag, Fal-
con and Fog, to major private
and public internet traffic ex-
changes and the leading Tier-
1 providers around the globe.
Transworld’s fully resilient 1P/
MPLS core network, with inte-

Em  150ct - 14Nov 2010

grated high availability, built
on state of the art routers,
ensures access to high perfor-
mance Internet connectivity
with no traffic congestions and
guaranteed performance with
short-hop internet content de-
livery via low latency paths.

Its strategic importance and

that Pakistan’s quality and
price of internet connectivity
has improved many fold since
TWA’s addition.

With the advent of Tran-
sworld, bandwidth rates saw
a steep decline; a decrease
of more than 300% in just 4

Transworld has become an indus-
try leader in providing bandwidth

services to mass market, busi-
ness, government and wholesale
customers.

La_ndi__ng Station

industry leader in providing
bandwidth services to mass
market, business, government
and wholesale customers. To-
day, the company indirectly
reaches almost all broadband
and cellular users in Pakistan,
serving across industries. Af-
ter establishing such a strong
foothold in the bandwidth in-
dustry does Transworld plans
to grow and evolve further?
When asked this question,
Kamran Malik smiles and says,
“Our mission is to become the
premier bandwidth source for
transfer of information and en-
tertainment across the country
and around the world.” I
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Amir Malik

Security in Telecommunication Networks -

ecurity is a basic need of
human beings, especially
in the era of globalization, ris-
ing mobility and growing de-
pendence on information and

communication technology
by nations, the need for secu-
rity is becoming ever more pro-
nounced. Together with tele-
communication developments,
new types of security threats
have emerged. Increased vul-
nerability is augmenting the
pressure to take action to pre-
vent damage and minimize the
residual risk through necessary
telecommunication  security
measures. Restricted in the past
to niche areas such as banking,
aerospace or military applica-
tions, digital security is slowly
but surely becoming everyone’s
business. As computing and
telecommunication services
evolve as a part of daily life,
ICT security is being talked
about not only among digital
security experts but also in
governments, services provid-
ers, and by consumers. Across
the globe, government and in-
dustry have become dependent
on telecommunications net-
works to support business in all
of the major economic sectors.
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At the same time,
because of evolu-
tion in technology,
policy, regulations,
customer services,
and rapid technol-
ogy deployments
to address mar-
ket demands, the
Public  Switched
Network (PSN)
is becoming more
vulnerable to secu-
rity breaches.

The most criti-
cal apparatus re-
quiring  security
measures are the information
pipelines laid across the globe
in form of Telecommunication
networks. Corporations and
general consumers are typi-
cally connected to three public
switched, untrusted networks:
the Public Switched Telephone
Network (PSTN), the Mo-
bile Telephony Network; and
Wide Area Networks (WANSs)

nication. Computers connect to
WANSs or the Internet for data
communications and access to
information. Although nearly
all enterprises secure their in-
ternal networks with firewalls
and related technologies, how-
ever central liability of enabling
secure public communication
stands with the telecommu-
nication operators. The more
secure networks, more secure
delivery of services resulting in
more confidence for the sub-
scribers. While planning secu-
rity procedures, it is imperative
that it be a well-thought pro-
cess from network inception
and design to network imple-
mentation, operation and use.
While executing the process
of new networks development,
security must always be an el-
ement of initial work, and not
an afterthought.

It is widely believed that
Telecommunication  security
safeguards demand high in-
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or the Internet. Traditional
phones connect to the PSTN
to enable voice calls, modem
and fax communications, and
video teleconferencing. Mobile
handsets connect to Mobile
Networks to enable ‘on the
move’ voice and data commu-

vestment and that their im-
plementation requires highly
skilled personnel. However,
this may not be the frequent
case. The main ingredients of
success are common sense,
well thought out organization-
al procedures and guidelines,
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well informed staff who inde-
pendently and expertly ob-
serve security requirements in
a disciplined manner where ev-
eryone recognizes that security
is not a static state but an on-
going process. The creation and
implementation of an effective
telecommunication security
guideline therefore need not
necessarily be expensive. Since
telecommunications networks
offer a wide range of communi-
cation services (packet switch-
ing, data transfer, voice, video,
etc.) to customers. These net-
works are populated by a large
and increasing number of Op-
eration Components (OCs),
Network Elements (NEs) and
Mediation Devices (MDs).
OCs tends to have centralized
functionality, a span of con-
trol that covers a large portion
of the network, and generally
provide most of the operations
functions. NEs are distributed
components that provide tele-
communications services, have
a span of control generally lim-
ited to them, and have a rela-
tively limited set of operations
functionality. MDs provide
functions such as upper layer
protocol internetworking, fil-
tering, format conversion, stor-
age.

While exploring the core prin-
ciples behind security actions
required protecting these com-
ponents of a telecommunica-
tion network, the identified
values of privacy, availability,
integrity, communication se-
curity, confidentiality, non-re-
pudiation, authentication and
access control are defined as:
Privacy & Confidentiality: the
concept of privacy is a funda-
mental motivator for security.
Privacy is commonly under-
stood as the right of individuals
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to control or influence what in-
formation related to them may
be collected and stored and by
whom and to whom that infor-
mation may be disclosed.
Availability: ensures that there
is no denial of authorized ac-
cess to network elements,
stored information, informa-
tion flows, services and appli-
cations due to network inter-
ruption. Network restoration
and disaster recovery solutions
are included in this category.
Integrity: data and informa-
tion must be complete and
unaltered. By extension, data
integrity also ensures that in-
formation is protected against
unauthorized modification, de-
letion, creation, and replication
and provides an indication of
these unauthorized activities.
Communication Security:
means information  flows
only between authorized end
points. This dimension deals
with measures to control net-
work traffic flows for preven-
tion of traffic diversion and
interception.

Confidentiality:  information
that is confidential must be
protected against unauthor-
ized disclosure.
Non-repudiation: ability to pre-
vent users from denying later
that they performed an action.
These actions include content
creation, origination, receipt,
and delivery, such as sending
or receiving messages, estab-
lishing or receiving calls, par-

Telecommunication Convergence Security Challenges

ticipating in audio and video
conferences.

Authentication: provision of
proof that the claimed identity
of an entity is true. Entities
here include not only human
users but also devices, services
and applications. Authentica-
tion also provides for assur-
ance that an entity is not at-
tempting a masquerade or an
unauthorized replay of a previ-
ous communication.

Access Control: protects against
unauthorized use of network
resources. Access Control en-
sures that only authorized per-
sonnel or devices are allowed
access to network elements,
stored information, informa-
tion flows, services and appli-
cations.

A “security threat” is an inten-
tional threat, whether mischie-
vous or malicious, against net-
work services and operations.

What are the top most security
threats and what impact could
they result to a Telecommuni-
cation network? The answer
to first part of the question is
reasonably difficult keeping in
view the unstoppable increase
in security vulnerabilities with
every passing day. According
to Cisco security report 2009,
overall numbers of disclosed
vulnerabilities have augment-
ed by 11.5 percent over the
year. The report further reveals
that threats in ICTs nearly tri-
pled from 35 to 103 year over
year and attacks are becom-
ing increasingly blended cross-
vector and targeted. Internet
threats grew by 1731% during
2006-2009, that makes more
than 26,000 new threats every
hour.

Some alarming statistics re-
garding information security
revealed by renowned compa-
nies are; According to Bigfoot
interactive, 55% of online
users said they had been in-
fected with spyware, and 82%
believed it posed a threat to
online privacy. According to
Pew Internet and American
Life Project, 53% of adult e-
mail users in the United States
now say they trust e-mail less
because of spam, down from
62% a year ago and about the
same as a June 2007. In the
second half of 2008, Symantec
tracked the number of comput-
ers that have been compro-

mised by malicious software.
25.29% of all compromised com-
puters the company discovered
were based in the UK , with
the US following closely behind
with 24.6%, and China in third
with 7.8%. Mi2g claims that
Malware, including viruses,
worms and Trojans, cost global
businesses between $452 bil-
lion and $638 billion in 2008.
According to an Anti-Phishing
Working Group (APWG) re-
port on January 2007 phish-
ing activity, 32% of scammers
websites were hosted in the
United States. The integrated
security appliance market is
poised for explosive growth in
the next four years, reaching
$3.3 billion by 2009, according
to Instat.

Answering the second part
of the question; Threats to
the public switched networks
could result in any of the fol-
lowing impacts.

Service denial or disruption:
Typically, the most thrashing
impact could be service disrup-
tions caused by intruders.
Unauthorized monitoring and
disclosure of sensitive infor-
mation: The approaches like
eavesdropping techniques,
network monitoring tools, and
intrusions into network data-
bases containing customer in-
formation are used.
Unauthorized modification of
user or network information

Contd. on page 21
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Narus and Arcsight partner

CEF certified solution provides early detection and alerts on zero-day attacks and anomalous IP
traffic with deep analysis through a single portal

arus, Inc., the leader in
Nreal-time traffic intel-
ligence for protecting gov-
ernments, service providers
and enterprises against cyber
threats and doing business in
cyber space has joined the Arc-
Sight Common Event Format
(CEF) program with the certifi-
cationofits NarusInsight traffic
intelligence system. Certified
to work with the ArcSight En-
terprise Threat and Risk Man-
agement (ETRM) platform,
the Narus solution provides
early detection of zero-day
attacks, advanced persistent
threats and other anomalous
traffic, enabling greater visibil-
ity into alerts through a single
interface. This new capabil-
ity enables joint customers to
manage their networks more
efficiently and make faster
and better decisions to protect
their networks.

“Comprehensive event capture

at all levels in the network
is critical to enabling effec-
tive enterprise threat and risk
management,” said Jeff Scheel,
senior vice president of Busi-
ness Development at ArcSight.
“The interoperability between
ArcSight and Narus gives cus-
tomers a more complete solu-
tion for detecting threats and
protecting their IP networks in
real time.”

Narus provides real-time situ-
ational awareness for service
providers’ and governments’
large-scale, distributed IP net-
works. As a member of the
ArcSight CEF program, Narus
will help ArcSight customers
identify vulnerabilities such as
zero-day threats and sophisti-
cated cyber attacks early and
quickly take the proper mitiga-
tion steps to resolve. Custom-
ers who use both NarusInsight
and the ArcSight ETRM plat-
form will have the option of

using a single interface, with
ArcSight managing all alert
activity, and the Narus portal
providing advanced visibility
into the attack preparation,
propagation and result of the
attack.

“Narus provides traffic intel-
ligence in real time for cyber
security and network moni-
toring,” said Greg Oslan, CEO
of Narus. “When integrated
with ArcSight’s market-lead-
ing ETRM platform, the com-
bined solution enables our
joint customers to detect traf-
fic anomalies earlier, analyze
these anomalies in detail, and
respond to alerts about their
networks more efficiently. To-
gether, Narus and ArcSight en-
able our customers to see the
changing behavior of their net-
works clearly and to take swift
corrective actions against cy-
ber attacks and other threats.”

Greg Oslan, CEO of Narus

NarusInsight is built on pat-
ented real-time traffic intel-
ligence, analytics and unique
algorithms that see and under-
stand the changing behavior or
dynamic DNA of the network.
It ensures real-time identifica-
tion and mitigation of any un-
wanted, unwarranted or mali-
cious traffic. Narus operates in
a large ecosystem, and along
with complementary products
from its partners like ArcSight,
can provide a comprehensive
holistic approach to cyber pro-
tection.

Contd. from page 20

and network services: Incidents
have been reported where In-
truders have changed user ser-
vice profiles and affected bill-
ing and routing. This can result
in unreliable service.

Fraud: The typical approach is
to build upon the previous at-
tacks and masquerade as a le-
gitimate customer to commit
fraud related to voice and data
services.

Moving ahead with the last
impact of ‘Fraud’, text message
scams targeting users of hand-
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held mobile devices, such as
cell phones and smart phones,
are becoming a common fraud
tactic. At least two or three
new campaigns have surfaced
every week since the start of
2009. The spike in frequency
can be attributed partly to
the economic downturn, but
it’s also the massive—and still
growing—size of the mobile
device audience that is making
this new frontier for fraud ir-
resistible to criminals.

Security requirements for tele-

communication networks and
services should preferably be
based upon internationally
agreed security standards, as
it increases interoperability
as well as avoids duplication
of efforts and reinventing the
wheel. The provisioning and
usage of security services and
mechanisms can be quite ex-
pensive relatively to the value
of the transactions being pro-
tected. There is a balance to
consider between the cost of
security measures and the po-

tential financial effects of se-
curity breaches. It is therefore
important to have the ability
to customize the security pro-
vided in relation to the services
being protected. The security
services and mechanisms that
are used should be provided in
a way that allows such custom-
ization. Due to the large num-
ber of possible combinations of
security features, it is desirable
to have security profiles that
cover a broad range of telecom-
munication network services.
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Telecommunications Sector

continues to See Growth World Wide

Etisalat Chairman, Mohammad Omran, addresses Forbes Global CEO Conference in Australia

Etisalat’s chairman, Moham-
mad Omran, has predicted
a new wave of mergers and ac-
quisitions in the telecoms sec-
tor particularly in areas related
to the provision of advanced
services for consumers and de-
veloping vertical expertise in
ICT provision for enterprises.
He made his forecast at the

1oth annual Forbes Global CEO
Conference which this year
takes place in Sydney, Austra-
lia with an audience of approx-
imately 400 delegates.

Mr Omran was participating
in a panel discussion entitled
“Broadening horizons  with
technology” and made his re-
marks in response to questions

PORAES GLORAL CHO CONFERENCE

FULL SAIL AHEAD

related to the state of the tele-
coms industry in the current
economic climate.

“The telecoms industry was
last and least affected by the
economic crash of 2008,” Mo-
hammad Omran, Chairman of
Etisalat explained. “Although

Teletimes

Aasem A Alali

global GDP and IT spending
saw a dip in 2008-09, telecom
company revenues continued
to grow. This is because tele-
coms services have joined the
bundle of critical services and
have some resistance to reces-
sionary pressures.”

Etisalat secures

important arbitration victory in dispute with Planor Afrique

n Arbitral Tribunal of the

International Chamber
of Commerce (ICC) in Paris,
France rendered a final award
in the dispute between Emir-
ates Telecommunications Cor-
poration (“Etisalat”) and Pla-
nor Afrique (“Planor”) relating
to Etisalat’s Burkina Faso sub-
sidiary, Telecel Faso.

The Arbitral Tribunal up-
held Etisalat’s claims that the
Memorandum of Agreement
(“MOA”) entered into by Eti-
salat and Planor in September
2007 to settle their dispute re-
garding Telecel Faso was valid,
binding and enforceable and
that Planor had breached the
MOA.

The Arbitral Tribunal also or-
dered Planor to take the neces-
sary steps to close the transac-
tion contemplated by the MOA
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within 60 days as from
the notification of the
award, on penalty of
a €10,000 per day in
the way of non-compli-
ance fine as from the
61st day. In addition,
the Arbitral Tribunal
also awarded Etisalat
monetary damages for
the losses arising from
breach of the MOA.

The MOA was signed
by Etisalat (as a sub-
stantial stakeholder in
Atlantique Telelcom)
and Planor in Septem-
ber 2007 to provide a
global settlement of the dis-
pute relating to Telecel Faso
(in which Planor Afrique was
the minority shareholder). The
MOA stipulates that Atlan-
tique Telecom will own a 68%

stake in Telecel Faso and that
Planor Afrique will own a 32%
stake. The MOA also provides
for the definitive withdrawal
of all pending claims between
Planor Afrique and Atlantique
Telecom relating to Telecel

Iyad Hasan Ahmad Al Zoubi

Faso.

Mr. Ahmed Bin Ali, Group Se-
nior Vice President, Corporate
Communications of the Etisalat
Group, said: “Etisalat notes
with satisfaction that the ICC
Tribunal has confirmed the
binding nature of the settle-
ment agreement reached with
Planor Afrique. Etisalat intends
to proceed quickly with the
implementation of the MOA,
so as to facilitate the Group’s
plans for significant contribu-
tions to the advancement of
the telecommunications sector
in Burkina Faso.

“We would like to take this
opportunity to assure our cus-
tomers in Burkina Faso that
we will introduce world-class
value added services to this
fast growing nation”, Mr. Bin
Ali said.
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“STC remains corkymitted

to the evolution of the Saudl ﬁ@ﬂ@m sector”

DifomoudINSAIRKUSsayeiy
Vice President for Regulatory Alfairs \
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Dr. Homoud M. Alkussayer is the vice
president for Regulatory Affairs in
Saudi Telecom Company (STC). As the
head of Regulatory affairs, he leads
the company’s telecom policy and
regulatory management activities
including Legal counseling functions.
He is also in charge of developing
strong and effective relations
with the Regulator, ministries and
_inte ernational institutions.
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TT - How do you perceive
the current telecom market
in Saudi Arabia in light of
the developing competition?
What role has STC played?

HK - The telecom market in
Saudi Arabia witnessed ex-
ponential growth and devel-
opment of the past decade.
Total sector revenues grew
four folds from around SR 15
Billion in 2000 to around SR
55 Billion in 2009. The reform
of the telecom sector and the
associated competition con-
tributed to this growth thus
far.

Nonetheless, forecasts indi-
cate that historical aggressive
growth may well be fading in
the context of a maturing mar-
ket. In parallel, competition is

continuously intensifying and
may negatively impact all op-
erators’ margins and ability to
sustain previous investment
levels. The Saudi market may
well be witnessing some com-
petitive value destruction to
a certain extent.

That being said, STC has been
and will remain committed
to the evolution of the Saudi
telecom sector enabling a re-
lentless wave of economic
modernization through ICT;
needless to say that conse-
quently, STC contributed to
economic diversity and over-
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all growth.

TT - How do you evaluate
the regulatory regime that
enabled the evolution of the
Saudi telecom market? What
were the key drivers?

HK - The Saudi Regulatory
Authority (CITC) has played
a major role in stimulating
competition in Saudi and de-
veloping the market accord-
ingly. STC has over the years
built a very good relationship
with the CITC based on a solid
foundation. STC try to play an
active role with other opera-
tors in the market to regularly
collaborate with the CITC in
shaping the next generation
of regulations in the market
which is done through formal
and informal channels (con-

sultations, meetings, work-
shops, etc...). The recent ex-
amples of such collaborative
exercises include the foreseen
evolution of the retail regula-
tion regime.

With that in mind, STC main-
tains that the Saudi market
tends to be overly regulated
in comparison with other lib-
eralized markets, more notice-
ably on the mobile front. This
form of regulation might have
been appropriate in the short
period following the entry of
the second mobile operator
but can not be maintained
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now while competition is in-
tensifies.

With margins being eroded
and competition intensifying,
a clear and comprehensive
shift in policy and regulatory
focus is needed to enable the
next wave of market growth.

TT - Going forward, what de-
velopment do you foresee in
Saudi Arabia?

HK - In we should clearly fo-
cus on embracing the digital
revolution with all the end-
less possibilities to improve
productivity and social wel-

fare. Yet, such a vision for a
digital society should be met
with a strategic investment
in both supply and demand,
where supply can be meet by
implementing a future proof,
high speed, and ubiquitous
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connectivity  infrastructure
and demand can be create by
wide spectrum of initiatives
to spurr the adoption of ICT
across the different sectors
(health, education, energy,
government, ...).

This is not a unique think-
ing, as you know many coun-
tries have already initiated a
publicly financed rollout of a
high speed connectivity in-
cluding Australia, Malaysia
and Singapore to name a few.
Countries have also adopted
new ICT policies that would
attract needed investments
to the sector while providing
supportive foundations like
needed laws and regulations.

STC has already initiated
the deployment of NGN high
speed fiber-based infrastruc-
ture, and will be looking at
means and solutions to accel-
erate this deployment. STC is
also collaborating with various
stakeholders to bring about
the digital revolution by en-
abling and providing needed
ICT solutions on the demand
side. But with competitive and
financial pressures looming,
the sustainability of speeding
and growing such initiatives is
uncertain.

TT - How can this growth vi-
sion for the next decade be
engaged? What is needed?

HK - I think first a shift in pol-
icy and regulations is needed
to incentives the new invest-
ments in the infrastructure
and also to create needed
momentum for ICT innova-
tion and usage.

On one hand, policy should
attempt to answer the follow-
ing questions:

How can the massive country
wide future-proof infrastruc-
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ture be funded?

How can we provide the
needed investment certainty?

How can incremental demand
be created? How can we en-
sure a faster and more aggres-
sive ICT adoption across the
key sectors?

How to govern the new ICT
with a complex set of stake-
holders (services providers,
regulators,

dors, etc...)?

ministries, ven-

L
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On the other hand, the regu-
latory focus should evolve to
enable needed convergence to
take place with more regulato-
ry certainty and less pressure.
ICT and telecommunications
are now enablers of multiple
daily retail and enterprise ser-
vices, and the boundaries be-
tween those different services
are often blurry. Regulators
should potentially elevate the
layers at which they regulate
to allow for those services to
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flourish freely.

TT - On the international
front, trends of further re-
gional economic integration
are increasingly growing; can
the telecom sector fuel this
integration?

HK - That is indeed a very
good question. Regional inte-
gration is somewhat coupled
with some regional regulatory
harmonization. Efforts are
now limited to initiates a har-
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monize roaming services but
much more can be done.

Nonetheless, from a service
offering perspective, STC is
uniquely positioned today to
support this economic inte-
gration. STC is now improv-
ing its presence in multiple
regional countries which in-
creasingly fueling its ability
to offer seamless connectiv-
ity and enterprise services to
large businesses and govern-
ments when needs be. STC
regional footprint is ensured
through affiliates, subsidiar-
ies and Points of Presence.
Combined, STC now offers
services in seven countries
in the Middle East and will
surely play a catalyst role in
the regional economic inte-
gration. i

¥

Dr. Homoud receiving awards for STC from Tom Wilson of SAMENA Telecommunications Council during “Convergence to Istanbul”
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Scope Information

Systems to Showcase Expanded Distribution Line at Gitex 2010
SCOPE to continue driving distribution and systems integration business
through participation at Gitex Technology Week

cope Information Systems

(SCOPE), a leading sys-
tems integrator and technol-
ogy solutions provider in the
Middle East, will unravel its
expansion success story at
Gitex Technology Week 2010.
The company is looking to fur-
ther grow its distribution line
as well as add new technology
capabilities and offerings to its
systems integration business
by using Gitex as a platform
to meet vendors and sign po-
tential partnerships. Through
its participation in the Middle
East’s premier ICT trade show
which takes place between
17-21 October 2010, SCOPE
also intends showcasing its
world class range of solutions
ranging from IP Telephony,
messaging solutions, network
security, cabling services, in-
ternet and intranet solutions,
to outsourcing, migration and
relocation services.

“Gitex offers a great venue for
SCOPE to meet with existing
and potential vendors, cus-
tomers and resellers and ex-
pose our name and capabilities
to the market. We have several
key objectives this year which
include meeting and consoli-
dating our relationships with
our major vendors like HP, Cis-
co, Microsoft, Blue Coat, Sharp
and others, discussing strategic
initiatives and plans with our
channel partners, seeking proj-
ect engagements with custom-
ers and very importantly tying
up with new vendors especially
in the technology areas of ac-
tive data, datacentres, servers,
virtualization and security”,
says Mr. Fadi AbuEkab, CEO,
SCOPE.

SCOPE earlier this year outlined
a roadmap and growth strat-
egy which resulted in splitting
its well established Distribu-
tion and Systems Integration

(SI) business into two sepa-
rate entities, allowing for more
focused efforts - Scope Middle
East for distribution and Scope
Information Systems for its SI
business. With a view to ex-
panding its distribution line, it
recently signed two distribu-
torship agreements - with Le-
grand, specialists in wiring de-
vices, cable management and
structured cabling and Splice-
com, the only British company
to design, develop and manu-
facture “Pure IP” next-genera-
tion communication systems.
This has strengthened its ven-
dor base which includes well
known leading global technol-
ogy vendors like Cisco, HP, Mi-
crosoft, Blue Coat, Sharp and
intranet technology special-
ist Adenin Technologies. Be-
sides signing on new vendors,
SCOPE has also been taking
up new initiatives which have
contributed to developing high

£
Fadi AbuEkab, CEO - SCOPE

levels of technical expertise
and service excellence. One of
these initiatives include be-
ing trained and certified as a
Blue Coat ‘Blue Touch Services
Partner (BTSP), a distinction
which enables the company to
provide value-added, partner-
branded professional services
to Blue Coat customers, help-
ing deepen customer relation-
ships and build stronger cus-
tomer loyalty.
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Gearing up

for effective network operations

Mobile networks are constantly evolving to meet customer demands. In order to manage effectively such
evolution, operators need to enhance their operational efficiency. Sandro Dionisi, NGMN Board member and
Head of the Telecom Italia Lab, outlines the key innovations that have boosted operational efficiency in next
generation mobile networks.

Challenges of network opera-
tions

Operators are facing many
challenges in network opera-
tions management. Complex-
ity is one of the issues, due
to the rollout of several ra-
dio access technologies from
2G to LTE, in a multi-vendor
environment and multi-de-

ployment scenarios covering
macro, micro, pico and femto.
Network complexity and traf-
fic increase require the ability
of tuning network parameters
dynamically to the pace and
location of the traffic. In or-
der to adapt network perfor-
mance to time, location and
volume of traffic, a real time
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monitoring of the network is
required as well.

The scope of network opera-
tions enhancement is mani-
fold: optimizing manual opera-
tions in network maintenance
and configuration, reducing
cost, and enhancing monitor-
ing capabilities for localized
problems like hotspot and in-
door coverage. Convergence is
also needed to unify different
services, technologies and do-
mains.

In detail, there are six major
challenges facing operators
in network operations: com-
plexity management, dynamic
configuration, real time per-
formance, together with cost
reduction, accuracy and con-
vergence. Solving these chal-
lenges would help to improve
procedural efficiency, increase
network capacity and quality,
and address new technologi-
cal issues.

The evolution of the opera-
tions framework is based on
two evolutionary steps: self
organizing network (SON)
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and evolved O&M.
SON is bringing changes

The key innovations for SON
can be summarized in three
main keywords: self, dynamic
and decentralized.

“Self” means that the net-
work is able to configure
and optimize configurations
automatically. For instance,
manual operation for simple
but repetitive tasks such as
installing new network nodes
should require a minimal ef-
fort.

“Dynamic” means having au-
tomatic reaction capabilities
when problems occur. When
a fault is reported, a dialog
between the network and
the operation & maintenance
center would be initiated to
automatically help solve the
problem.

“Decentralized” points to the
fact that in a SON approach,
network elements shall have
the capability of optimizing
operational parameters au-
tonomously, without involv-
ing the rest of the network
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in local optimizations. Today
upgrades usually require a
physical presence at the site;
in this case, it is not possible
to adjust a network element
as soon as it is installed on
the cell, or remove a cell if it
does not adapt or a failure oc-
curs.

SON can help addressing
these issues with features like
automatic neighbor relation,
handover optimization and
load balancing, which can also
help in improving the major
KPIs of operators.

The SON framework changes
the approach to operations
where operators do not have
to define specific parameter
values any longer but have to
define optimization criteria
and control policies to steer
local SON functions.

Operators have to check and
coordinate the correct behav-
ior of the SON functions, by
monitoring the aggregate SON
performance and network
KPIs. SON has the potentiality
of making the operators’ lives
easier, but operational pro-
cesses have to be re-thought
and enhanced internally.

Self-organizing is not enough

To improve operational ef-
ficiency, the self-organizing
concept is not enough. In or-
der to handle a SON network
in an efficient way, operators
should be able to apply the
same process to different net-
work technologies and imple-
mentations. Implementing
the policy control functions
can not work without a com-
mon definition of the policies
for every case of SON usage.
Also, centralized control func-
tions should be realized at the
network management level
and multi-vendor support is
required. To help solve these
problems, 3GPP is defining
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the standard 0&M functions
to control SON.

The traditional approach for
KPIs and performance coun-
ters is no longer sufficient
to control self-adapting net-
works in highly dynamic sce-
narios. The evolved perfor-
mance monitoring shall be
real time, relying on location
information, independent
from the implementation, and
involving the user equipment
as an alternative to drive
tests. As an important part of
these efforts, 3GPP and the
Open Mobile Alliance (OMA)
are standardizing the UE mea-
surements for performance
monitoring.

Though a large effort is devot-
ed in developing management
functions, the operational
efficiency can be reduced, if
there is a low degree of inte-
gration with operators’ pro-
cesses and tools.

The definition of multi-vendor
multi-technology control solu-
tions requires the standard-
ization of performance KPIs
and 0&M architecture, which
includes the architectural so-
lutions supporting the reuse
of 0&M functions for differ-
ent OSS business processes.
In addition, interoperability
and flexible integration be-
tween the network element
manager and the network
management layer are also re-
quired. To improve the level of
interoperability of the O&M
interface and promote open
management architecture, co-
effort is required from differ-
ent parties, including 3GPP,
operators and vendors.
NGMN plays an important
role

NGMN is playing an increas-
ingly important role in en-
hancing the operational ef-

ficiency. NGMN activities are
oriented to: 1) Identify the
gaps and define the require-
ments based on an operator’
s business and user cases; 2)
Analyze technical frameworks
and the feasibility of relevant
solutions; 3) Contribute to
standardization fora, includ-
ing 3GPP, the OMA and the
TM Forum; 4) Provide imple-
mentation requirements and
guidelines.

From the first quarter of
2009 to early 2010, NGMN
operators have started spe-
cific approach on operational
efficiency, covering SON use
cases and open O&M. Use
cases have included currently
standardized SON solutions
like HO optimization, load
balancing, optimization of
common channels, etc. SON
use cases also include energy

savings, since this is a very
important issue in managing
traffic and energy consump-
tion. The open 0&M includes
the standardized 0SS archi-
tecture, as well as the stan-
dardized 0&M supported by
a standard 4G Itf-N interface
and a specific use case.

In this context, the short term
target on operational efficien-
cy is to improve procedural
efficiency and evolve the op-
erational processes. This also
includes increasing network
capacity and service quality,
while addressing new techno-
logical issues. NGMN will be
committed to elaborating on
the operators’ vision of op-
erational efficiency, providing
use cases and requirements,
and promoting coordinated
activity in relevant standard-
ization fora.
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CTO and BroadGroup announce
emerging markets global summit

Facilitating ICT investment partnerships to transform societies

he Commonwealth Tele-
Tcommunications Organi-
sation (CTO) and the inter-
national consultancy  firm
BroadGroup have announced
a joint collaboration to orga-
nise the ICT Finance Emerging
Markets Global Summit to take
place on December 6-7, 2010
at the BIS Conference Centre
in London. Incorporating CTO’s
annual conference, Investing in
ICTs in Emerging Markets, and
BroadGroup’s TMT Finance &
Investment events, the much
anticipated conference will
be attended by ICT Govern-
ment Ministers, CEOs of tele-
com operating companies, ICT
regulators, high-level telecom
finance executives, financiers
and investors, law firms and
management consultancy prac-
tices and will tackle the need

to develop innovative interna-
tional investment partnerships
to stimulate ICT growth across
emerging markets.

“It is now very well known
that ICTs are a critical enabler
of national development. In-
deed, in many countries the
challenge is how to use ICTs
as facilitational mechanisms
to transform whole economies
through e-commerce, e-gover-
nance, e-education and other
e-applications. But ICTs cannot
spread rapidly in any country
without the necessary infra-
structure of fibre, satellite and
wireless backbones, networks,
and systems. And all these
need finance. Investing in ICTs
in emerging markets is there-
fore very critical for developing
countries to realise their full-
est potential,” said Dr Ekwow

Spio-Garbrah, CEO of CTO.
“This forum offers a unique
platform for stakeholders in
developing markets to network
with fund owners, technology
providers, investors and other
specialist advisers.”

The conference programme will
highlight key opportunities
and will include content rich
keynotes, expert panels, and
round table debates. Flagship
sessions include the Ministe-
rial Panel,
ship Roundtable, Raising Fi-
nance for Emerging Markets,
Infrastructure Investment
for Emerging Markets, M&A
Panel, Investing in Emerging
Broadband, Connecting Rural
Communities and will also host
the ICT Leadership Debate.
“The event is an exceptional
opportunity for government,

Telecom Leader-

Rumana Bukht

Dr Ekwow Spio-Garbrah

industry and finance players
across emerging markets,” said
Dominic Lowndes, Manag-
ing Director, BroadGroup TMT
Ventures, and Editor of TMT
Finance News Alert. “Develop-
ing investment partnerships
between these parties is criti-
cal to the successful growth
of communications services in
emerging economies.”

Thuraya provides IP

services in Turkey through TEKNOMOBIL

Vertical market segments
in Turkey such as govern-
ment, maritime and industry
users as well as private cus-
tomers will now be able to
take advantage of Thuraya’s
satellite based high-speed data
services, Thuraya IP, which is
the most competitive broad-
band terminal in the market.
This comes after the signing
of a commercial agreement be-
tween Thuraya and the Turkish
firm TEKNOMOBIL, whereby
the latter was appointed as a
service provider for Thuraya
IP, the world’s smallest and
most portable satellite broad-
band solution.

Thuraya IP is a uniquely com-
pact A-5 sized satellite broad-
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band solution that meets the
needs of target customers such
as oil and gas , government,
maritime, large corporate, Non-
Government Organisations,
defense, broadcast media and
individual users. The solution
offers full mobility with its
broadband service and
speeds up to 444 Kbps.
It is the only terminal
to reach stream-
ing speeds of 384
Kbps in its size
category for reliable
video transmission. Thuraya
IP is based on a user-friendly
plug and play system and is the
only satellite broadband solu-
tion offering flexible asymmet-
ric streaming where customers
can select download and up-

load speeds making it efficient
and cost-effective.

“Our partnership with TEKNO-
MOBIL combined
w i

t h

Thuraya’s
blanket

over Turkey will extend our
satellite broadband service to

cover- age
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Ebrahim K. Ebrahim

several industries in Turkey,
especially those in remote
areas where telecom access
might not be convenient or
sufficiently reliable. Our IP ter-
minal is unprecedented in its
size, portability and innovative
features ensuring that key
customer can utilise any
high speed data service
and streaming capabilities
with full availability,” said
Thuraya’s Chief Technology
Officer, Mr. Ali Al Mazrooei.

He also added that the ad-
vanced Thuraya network dy-
namically allocates resources
in areas where there is very
high demand so that multiple
users of Thuraya IP are not af-
fected by service quality.
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Telecoms World Middle East Awards 2010

Teletimes Report

FRIENDi GROUP wins the Award for Best MVNO

RiENDi GROUP, the leading

MVNO/MVNE provider in
the region is the proud recipi-
ent winner of the Best MVNO
award revealed at the 4th An-
nual Telecoms World Middle
East Awards ceremony.

FRiIENDi GROUP was the
first to introduce the MVNO
(Mobile Virtual Network Op-
erator) concept in the Middle
East, and is on track to deliver
on the company vision of be-
ing the dominant regional
MVNO player with opera-
tions in Jordan, where it was
the first MVNO to launch in
June 2010, and Oman where
an impressive market share of
4% was achieved within one
year of launch and more than
200,000 customers are served
today.

FRiIENDi GROUP’s philosophy
is based on helping custom-
ers with a piece of their heart
abroad keep in touch with
their loved ones internation-
ally and locally.

Upon

receiving the award,
Mikkel Vinter, CEO of FRIENDi
GROUP said ‘We’re honoured
and very proud to receive The
Telecom World Middle East
award for Best MVNO. To have

our efforts and commitment to
the region and our customers
recognized means a lot to all
of us across the organization.
We hope to continue bringing
our friendly, customer focused
and multi-cultural mobile ser-
vices to customers across the
region”.

With 600 MVNOs operating
across the world, mobile op-
erators and telecom regulators
are increasingly recognizing
the fresh impetus and value
MVNOs can bring to mobile
markets across the region. It
is expected that the regional
telecommunications industry
will be reshaped by a number
of MVNO launches in Kuwait,
Saudi Arabia, the UAE and
several North African markets
over the coming months and
years. [

Etisalat awarded

“Best Middle Eastern Wholesale Carrier” and “Best Operator”

Telecoms World Middle East
2010 named Etisalat “Best
Operator Award” and “Best
Middle Eastern Wholesale Car-
rier” in a special awards cer-
emony held in Dubai.

Etisalat was granted the
awards for its innovative busi-
ness model, successful partner-
ing strategy and technology
deployment that supports its
thriving wholesale carrier busi-
ness. Etisalat was also honored
for its high score in values such
as quality of service, reliability,
customer service, strong ser-
vice portfolio and technologi-
cal innovation.

32

www.teletimesinternational.com

Best Middle East Whole

“Congratulations to Etisalat on
winning two of the most pres-
tigious awards at the 4th An-
nual Telecoms World Awards
Middle East Ceremony. This
achievement is particularly

ale Carrier

)

impressive given the strength
and quality of the finalists
they were competing against.
The awards highlighted that re-
gional operators have become
global brands and are firmly es-

tablished as world class service
providers. Etisalat’s success is
further evidence that they are
at the forefront of this”. Com-
mented Matt Wallhead Gen-
eral Manager Terrapinn Middle
East.

Etisalat’s Carrier & Whole-
sale Service group established
many services for regional
ISPs, mobile operators and
telecoms companies. These in-
clude global transit services for
voice, data, MPLSs as well as
many value added mobile and
internet services effectively
providing outsourcing services
for other operators.
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Grace under Fire!

Its more than just an achievement that
the telecom industry today enjoys a
comfortable level of esteem attached with
every one of its labels. Considering that its
only less than 20 years that telecom was
born in Pakistan, the level of grace and
class that it stands for and projects openly
asks for a very sensible and careful strat-
egy rather than just any other strenuous
routine. This esteem doesn’t come with a
price tag since the annual turnovers of a
lot of other industries are way more than
telecommunications in Pakistan and this
industry quite frankly doesn’t have enough
juice in its very make to beat those figures,
nor does itintend or claim to. The real battle
is fought in the state dinners of ministries
and locker rooms of corporate health clubs
where the heads of the industries dine and
steam it out. It becomes a matter only of
what the industry actually holds within its
claims. And it all boils down to who repre-
sents what in those fine moments which
determine big decisions carving the very
shape of the house holds of the people in
its folds. Its only at times like these that
you wonder where it all started and where
it went right or wrong.

Before I go ahead, please allow me to go
back in the time just a little. The first gen-
eration of telecom professionals of Paki-
stan did what they thought was best for
the industry, themselves and the people to
come. Even if not in this order but it worked
out close enough of being called a fine per-
formance. When an industry emerges the
first time on a map it faces more than just
a competition from other totally different
industries. The first thing any new prod-
uct faces is the taboos that other product
lines have created in the general behaviors
driven by multiple impressions of the de-
mographic. So the cell phone at the time
had a lot of work to do to alter the be-
havior of the public. It naturally fought for
its survival amongst the other industries
which are passively working against the
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need on which the industry tries to make
its inroads.

When wireless telecommunication came,
the local territory had a fair amount of
grid stations lighting up the stretch of the
country of a single landline operator like
light houses guiding the other telecoms to

Sahil Aizaz Adeem

head this way. So cell phone was not a go-
ing to be a miracle. And with no set plan,
the landline was the only thing working
for the wireless communications in this
country. It did the two things the wireless
needed before its arrival in Pakistan. It had
made everyone in the country given the
proof of concept of Mr. Bell. So everyone
knew that the Telephone works! Second
and most important thing that the land-
line phone was doing was making everyone
subliminally realize that its very difficult to
make a call since most people travel a lot
to go to the nearest exchange to make a
call and its quite an achievement to own a
telephone. This sense of achievement was
the real sale’s pitch.

All one had to do was to put the customer
on the podium in a game that he is never
going to lose. The course of nature helped
by Uncle Sam followed more than our civ-
ics Professor theory who cries about driv-
ing the behavior of 95% mass buy driv-
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ing the impressions of 5% (elite). Paktel
was the first to come in and try this out.
It didn’t come big but it definitely came
good. With a local name the first thing it
did was to clear the layer of emotional al-
gae this demographic suffers from and it
did not feel much resistance in the accep-
tance category. Instead it played more role
in using the more efficient taboo which
rules this demographic which was the ‘sta-
tus quo’. The customer came really close to
feeling that achievement which is a techni-
cal failure that the local landline suffered
from. However the demographic was still
a little emotionally tuned, so it did retract
a little before laying its guns down to the
inevitable momentum of mobility.

Since it’s the past era, any sort of an event
which lasted less than a certain substan-
tial period cannot be mentioned here due
to the Doppler’s effect and they didn’t last
long enough to matter or change the shape
of matter which the industry sits upon.

By and far the first generation which start-
ed all of telecom operations are still run-
ning the show right in Pakistan. I cannot
emphasize on how much I am indebted to
their insight for developing the platform
which enables me to realize the inherited
grace that this industry comes with. Glob-
ally the cellular phone was an enchanting
product line and a superlative service are-
na that complimented each other naturally
and most beautifully. Any demographic
would have been swept away by the lit-
eral appeal it carried in its core. Let me
keep emphasizing the point before I start
to become a little redundant since it’s the
very basis of my case. The simplicity of
the product made it look like something
straight from the maslow’s triangle. Even
though I remember reading a whole book
on how the telephone satisfies the need to
listen and to be heard. I don’t think that
Maslow would agree as well because in my
own humble opinion the telephone mere-
ly plays with the need to cover distances
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without moving. The need to
keep your inertia intact and
that’s what makes it so ap-
pealing. The simplicity of ‘The
Achievement’ was so visible
that it felt like cell phones were
something that had to happen.
Even with the local per-capita
laughing at the industry over-
heads, the tide was ‘simply’
too strong. What started off as
a toy for the rich, only took a
decade for the writers to alter
the script of sales strategy and
made it feel like a basic neces-
sity for the poor as well. And
that’s when it actually hap-
pened!

Lets come back to the present.
If it was such a slow process I
wouldn’t have blamed the first
generation. I would have only
linked it to the appendages
of the course and put all the
blame on Mr. Darwin. Since
demographic inabilities don’t
really matter in the long term
strategies since we live in a
world with a pattern of behav-
ior which has an uncanny abil-
ity to come back and keep its
level.

The grace of the telecom indus-
try with which it started in the
country came as an inheritance
to all of us. Lets face it, we
didn’t do enough justice to the
very essence of the philosophy
we came with and brought it
lower than the customer ex-
pectations for just about any
other product. The business
centers of GSM lost the crim-
son drive ways which gave this
very esteem in question to the
customer while he looked at the
dollar store across the street
getting the feel of the million
dollars spent on our shops.
And the current marketing
frenzy settled right in the phi-
losophy of push sales strategy.
I remember when Pepsi started
fighting with coke, and Chrys-
ler fights with Benz. They do
everything but sell the grace
of the industry since they

share the same boat and are
well aware by the principles of
leadership alone that the day
anyone burns the deck every-
one will be selling life preserv-
ers instead of ocean liners. The
question is how? And when
and where did it all start to
occur? The price war hit the in-
dustry just like a civil war goes
through all the foundations of
the country. The worst part is
that even being so close to the
picture its still not so blurry
to everyone of the Pakistanis.
Because the efforts done by
everyone responsible are so
blatant and repercussive that
even a newly qualified mem-
ber of the cell phone club has

impression.

Telecom went to war in Paki-
stan no more than 5 years ago.
Apparently it was too sudden
and that is why its rocked the
very ship the industry sailed
in. Every company brought
the kitchen sink with it just to
prove a point to the competitor
instead of the customer. There
was a school of thought saying
the Pakistani demographic was
never ready for such a war of
the realms. The Pakistani de-
mographic was not even accus-
tomed to gaining any intelli-
gence on marketing mechanics
or industry dynamics, this was
the ‘Official republic of hear-
say’ and could have been driven

Telecom went to war in Pakistan no more
than 5 years ago. Apparently it was too
sudden and that is why its rocked the very

ship the industry sailed in. Every compa-
ny brought the kitchen sink with it just to
prove a point to the competitor instead of

the customer.

lost that sense of achievement
amazingly in all layers of the
demographic.

It doesn’t take a professor to
predict that even before the
beginning of the next age, that
with the purchase of a new cel-
lular subscription, the custom-
er wont be left even with the
‘new shoes effect’ let alone the
anything close to what Mr. Bell
can relate to let alone call it a
sense of achievement. And it
definitely doesn’t take the sev-
en vows of CEOs to realize this.
Its something innate, the very
difference of sense between
any other person and a CEO,
or any decision maker for that
matter. Its a curse that comes
with the package of carrying a
burden of running a company
or being part of an industry,
or in simple words, making an
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easier than most case studies
the officials blow up on a 6 by
6 screen in front of their man-
agements on Monday mornings
in their mahogany conference
rooms. But someone out there
tried to introduce a highly po-
tent medicine right out of the
lab and gave it directly to the
‘therapy ward’ instead. Now
the side effects have forced
the telecom companies them-
selves to vacate critical niche
in the folds of downsizing and
cost effectiveness. Even though
Mr. Kotler would call it a ‘di-
minished capacity’ rather than
anything close to being effec-
tive at any level and the term
‘bad rhythm’ is more appropri-
ate than calling it merely a vi-
cious circle. The choice to buy
a better product was never in
the hands of a customer. It can

never be, cause lets face it, cus-
tomers don’t make the product.
If managed well, he cant even
make a intended impression of
a product until forcefully driven
towards it. It is always only led
to believe that he has a choice.
Or at times only something
close to a choice of buying only
a relatively better product is
the best a customer shall ever
have. These are the fundamen-
tals of a market not an indus-
try. This was a rookie mistake
made by a magnificently over-
whelming number of decision
makers in these times over and
over again. And no one seems
to have any intent of com-
ing out of this cycle. Its as if
the paradigm was set in a bad
rhythm and no one came for
the rescue. This rhythm actu-
ally took its toll in shaking the
very soul of the industry and in
simpler words, stole the actual
grace and plummeted it down
to the depths of the lowest ex-
pectations of the customer for
any other product there ever
already was. In other words, no
one would remember what Mr.
Bell actually gave this world.
Where the SIM was a symbol
of esteem now is a just another
plastic toy sitting on a rack,
with a shelf life of a little more
than 88 seconds on prime time
television.

One by one every company will
beat each other, until there
won't be left a company to
beaten and the ‘For Sale’ board
would be worth more than the
product itself. The value added
service will add no more value
then a mere bubble that will
burst with a laughter. And a
million dollar advertisement
will fall wanting for a laughter
cracked hard on the competitor
which are dime a dozen rather
than bringing out that age old
smile of achievement which is
priceless value of everyone who
represents this industry. il
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Etisalat Recognised

five times at the interational business Awards (‘Stevies’)

Best Chairman and Best Multinational Company amongst haul of trophies and medals

Etisalat has received five
awards, at the Internation-
al Business Awards (‘Stevies’),
which took place in Istanbul,
recently. The haul marks the
largest number of accolades
won by Etisalat at a single
event, reflecting the company’s
increasing stature as a global
player in telecommunications
and services. The recognitions
included Best Chairman.

The International Business
Awards, also known as the ‘Ste-
vies’ - which means crowned in
Greek - were created to honor
and generate public recogni-
tion of the achievements and
positive contributions of orga-
nizations and working people
worldwide. This year’s event
was attended by a large num-
ber of industry leaders from
around the world.

Etisalat received two ‘Stevie’
awards - for Best Multination-
al Company in the Middle East
and Africa, and Chairman of
the year2010 . This is the high-
est award possible and reflects
excellence and high perfor-
mance across various areas of
operations.

Mohammad Omran, Chairman
at Etisalat said: “We are proud
for this recognition, which is
just reward for all the hard ef-
fort from each of our 80,000
employees in eighteen coun-
tries and I wish to convey their
appreciation for this recogni-
tion and also to applaud their
efforts.”

Etisalat won these awards for
its continuous investment in
new technologies in each of the
markets in which it operates. It
cited success in mobile broad-
band in the UAE, Saudi Arabia
and Egypt where HSPA+ and
LTE are being deployed. Eti-
salat is also making ground in
terms of fixed-line broadband
in countries such as Sudan,
Pakistan and also the UAE,
which will shortly house the
first capital city in the world to
be fully connected with fiber
optics.

Etisalat also received three
honourable mentions at the
ceremony honoring its exem-
plary level of performance.

Two of Etisalat’s senior execu-
tives were ‘honoured’ as Ahmad
Abdulkarim Julfar, Group Chief

Operating Officer, received an
acknowledgement in the Best
Executive in the Middle East
and Africa category, and Sa-
lem AlSharhan, Group Chief
Finance Officer was awarded
in the Best Chief Finance Offi-
cer category. Etisalat was also
honoured for its environmental
programme.

Mohammad Omran continued:
“Etisalat’s success formula is
a combination of elements
including strong leadership,
innovation, excellence in cus-
tomer service and operating in
a responsible manner. These
awards reflect the success of
our various efforts in achiev-
ing these goals as well as the
individual performance of our
senior management.”

Etisalat’s environmental pro-
gramme has seen the company
establish electronic waste col-
lection depots at each of its
business centers and people
are invited to visit and safely
dispose of their unwanted
electronic device.

Etisalat has also invested in
nationwide fiber optic infra-
structure which greatly reduces

Teletimes
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Mohammad Omran

both the electricity required
to fuel the network and the
emissions it gives off. MrJulfar
has overseen the engineering
innovations of Etisalat includ-
ing the deployment of the fiber
optic network, and has been
celebrated for his leadership
and vision.

Mr. AlSharhan has managed
Etisalat’s finances through one
of the most difficult economic
environments the world has
known and has ensured the
company remains both finan-
cially sound and capable to
take any new merger and ac-
quisition opportunity that may
arise. i

Regarding the overseas in-
vestments of Etisalat, and
the media circulations about
Etisalat investment in the
Mobile  Telecommunications
Company (Zain) and in line
with the Corporation’s com-
mitment to transparency with
its shareholders as well as its
commitment to disclosure of
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its decisions as per Abu Dhabi
Securities Market regulations,
Ahmed bin Ali, Group Senior
Vice President, Corporate
Communication said “ Emirates
Telecommunications Corpora-
tion - “Etisalat” has submitted
a preliminary conditional offer
to buy a 46% stake of Mobile
Telecommunications Company

George Youssef

(Zain) for an amount of 1.70
Kuwaiti Dinars per share. We
would like to emphasize that
no final agreement has been
reached at this point in time
as this offer depends on the
fulfillment of specific require-
ments and conditions that
must be met to finalize the
deal.” Il
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Lebanese bloggers:

pioneers in the Arab world

Arecent survey of readers
of the more than 400

blogs in Lebanon shows that
their numbers are close to the
online readership of the most
well-known Lebanese newspa-
pers: both averaging 14,000
visitors daily. This is a clear
indication that blogs have be-
come one of the main media
sources for Lebanese youth to
access diverse information and
various opinions.

But do their high readership
rates mean that blogs can be a
tool for real social and political
change?

It is difficult to answer this
question in a country in which
the future of blogging is close-
ly connected to conditions that
frequently change, such as in-
ternet connectivity, internet
publication laws and censor-
ship.

The blogosphere in Lebanon
has recently witnessed sev-
eral changes: the migration of
some bloggers to newspapers,
the publication of books con-
taining material collected from
electronic media, the launch
of blogs by radio stations, and
the birth of civil movements
and new organizations that
show the impact of blogs on
the ground.

In this way, the Lebanese
blogosphere is breaking down
the barriers that separate tra-
ditional media from electronic
media. It has become an alter-
native media source on many
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issues, particularly the envi-
ronment which isn’t routinely
covered by traditional media.
One example is coverage in the
blogosphere of a young Leba-
nese man, Rami Eid, who spent
three days and nights in a glass
cube in the Ain el Mreisseh
neighborhood in Beirut last
October, representing the last
man on earth in a hopeless fu-
ture as a result of humankind’s
failure to act against climate
change. His stunt alerted the
public about the need to face
these changes.

The media campaign for this
experiment focused on elec-
tronic media, beginning with
Eid’s personal blog which was
read by thousands in just the
first few days of the campaign.
In addition, Twitter and Face-
book sites reported on de-
velopments in real time. This
coverage succeeded in galva-
nizing public opinion, the me-
dia and various environmental
research centers, which culmi-
nated in the Lebanese govern-
ment deciding to participate
in international negotiations
on combating climate change
in Copenhagen in December
2009.

Lebanese blogs have also
served as key political mobili-
zation and organization tools
on many occasions, especially
in preparing for the March
for Secularism in April of this
year. The march started with
a Facebook invitation, as well
as a few blog posts. It even-
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tually developed into a march
in which thousands of people
participated, without the need
for a central organizing com-
mittee.

And during the last municipal
elections in Lebanon, in May
2010, bloggers turned into a
makeshift independent elec-
tions monitoring agency. Some
of these bloggers - in partner-
ship with a Beirut-based or-
ganization specializing in new
media training called Social
Media Exchange - were given
a license by the Ministry of
Interior to enter election sta-
tions, observe voting and sub-
mit their own reports to me-
dia and constitutional bodies
about the voting process. This
was the first experience of its
kind in the Arab world and was
seen as being quite successful,
with more than 60,000 hits on
the site where bloggers pub-
lished their live reports, leblog-
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gers.org.

One incident in particular per-
haps best demonstrates how
influential bloggers can be.
After a far-reaching electronic
campaign, bloggers were able
to stop a proposed law in the
Lebanese parliament to orga-
nize the blogosphere, a law
that they decided would curtail
freedom of expression on the
Internet. This incident proved
that when organized, blogs are
not only an alternative media
source or a tool to mobilize the
public in support of specific
causes, but they can also influ-
ence the legislative process.

Well on their way to becom-
ing pioneers in the Arab world,
bloggers in Lebanon comprise
a fledgling movement that has
just begun to assume its role in
the field of information media,
benefiting from relative media
freedom and the achievements
realized thus far.
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